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Purpose

The purpose of this document is to act as a supplement to the official Communications
Manager Security Guide by providing examples, explanation, and diagrams for Phone
Security using Certificate Trust Lists.

Phone Security and CTL Overview
Phone Security with CTL provides the following functions:

1. Authentication of TFTP downloaded files (configuration, locale, ringlist, etc) using a signing key.
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2. Encryption of TFTP configuration files using a signing key.
3. Encrypted call signaling for IP Phones.
4. Encrypted call audio (media) for IP Phones.

Note that the first two functions can also be provided by Security By Default using ITL. The
second functions of encrypted signaling and media can only be provided by using CTL
files. Refer to the Security By Default document for more information on Authenticated and
Encrypted configuration files.
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Configuration

1. Obtain USB eTokens

At least two USB eTokens are required for turning on Phone Security. These tokens are
the key to signing the CTL file, and must not be lost. Multiple tokens can be used in a CTL
file for redundancy since they are so important. They should be stored in secure, separate
locations with their current passwords also stored safely.

In case a single token is lost or destroyed, the other tokens used at the initial signing of the
CTL file can be used instead.

A token will self destruct after 15 failed password attempts, so remembering the token
password and having backup tokens is extremely important.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and

is not warrantied by Cisco.
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2. Activate CTL Provider and CAPF Services

CTL Provider accepts connections from the CTL Client to generate the CTL File and collect
certificates from all nodes. The CAPF (Certificate Authority Proxy Function) service is
responsible for signing and storing LSCs (Locally Significant Certificates) from phones.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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Security Services

| Service Mame Activation Status
Cisco CTL Provider Activated
Cisco Certificate Authority Proxy Function Activated

3. Download and Install the CTL Client

Starting in CUCM 8.6 Windows 7 is finally supported with the CTL Client. Make sure to

download the correct CTL Client for the OS in use on the client PC.

alily Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

System - Call Routing Media Resources »  Advanced Features »  Device | Application « | User Management »  Bulk Administration «  Help -

Find and List Plugins Cizco Unified CM Azsistant _
Configuration Wizard

[
Status | Plugins |
@ 14 records found

Plugin (I - Id of I4)

Find Plugin where Mame + begins with and Plugin Type equals  Installation - Clear Fi

Plugin Name “

Download Cisco AXL Toolkit Cisco Administrative XML (AxL) Toolkit enables Developers to create applications that create, read,
Java-based libraries that use SOAP over HTTPAHTTPS to send and receive AXL requests and respon:
SHali{/usr/local/thirdparty/jakarta-tomcat/webapps/plugins/axlsqltoalkit.zip)= 52:de:42:f1:ae:d2:5l

Download | Cisco CTL Client Install the Cisco Certificate Trust List {CTL) client to digitally sign certificates stored on the TFTP ser
then updates the file on the Cisco TFTP server.
SHAL(/usrflocal/thirdparty/jakarta-tomcat/webapps/plugins/CiscoCTLClient.exe)= d&:c2:f3: 75:40: ¢

Download | Cisco CTL Client for Install the Cisco Certificate Trust List (CTL) client to digitally sign certificates stored on the TFTP ser
windows 7 then updates the file on the Cisco TFTP server.
SHal{ /usrflocal/thirdparty/jakarta-tomcat/webapps/plugins/CiscoCTLClient_win?.exe)= cd:9f:52:4¢

Postings may contain unverified user-created content and change frequently. The content is provided as-is and

is not warrantied by Cisco.
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4. Run the CTL Client using eTokens

€. CTL Client v5.0 = B R

Cisco CTL Chent il

CIs5CO

Cizco Unified Communications bManager Semver l

Hogthame or IP Address: |1 4.43.44.80 Part: |2444
| zermame: |.-’-¥.|:|mir'|istratn:|r
Pazgwiord: —

Help Cancel I et

The CTL Client will present the following options for a brand new install:

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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Cisco CTL Chent il

CISCQ

Cluzster Security Mode l

{* Set Cisco Unified Call anager Cluster to Mised Mode

" Update CTL File

| Help Cancel Mext

Set Cisco Unified CallManager Cluster to Mixed Mode:
This turns off auto registration and creates a CTL file.
Set Cisco Unified CallManager Cluster to Non-Secure Mode:

This allows auto registration to be enabled and leaves any existing CTL file in place. This is
the default mode so cannot be selected unless the cluster is already in Mixed Mode.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.


https://supportforums.cisco.com/servlet/JiveServlet/showImage/102-18834-21-65045/CTLClientSetMixedMode3.png

IP Phone Security and CTL (Certificate Trust List)

Update CTL File:

This allows any new certificates or servers to be added to the CTL file.

Choosing any one of these options will require a USB eToken to be inserted in the client PC:

CTLClient 5%

! ., Please insert a Security Token, Click Ok when done,

0] 4 Cancel

Once inserted, information about the token is displayed:

Postings may contain unverified user-created content and change frequently. The content is provided as-is and

is not warrantied by Cisco.
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Cisco CTL Chent NmIr

CIs5CO

Security Taken Infarmation l

Subject Name: cn="SAST-ADN4e31(914  "ou=IPCBU 0="Cis
lssuer Name: \ch=Cisco Manufacturing Cé o=Cisco Systems
Walid From: |10/04/2008

Expires o [10/04/2016

Help Cancel Mext

At this point the CTL Client performs connections to all CUCM servers in the cluster on TCP
port 2444 to retrieve existing CallManager and CAPF certificates. This requires proper name
resolution if using host names under "CCMAdministration > System > Server".

The list of all servers and certificates is displayed, along with all tokes in the existing CTL
file.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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¢, CTLClientvs.0 = | = =
Cisco CTL Chent ol
CI5CQ
CTL Entries |
Type | Hosthame... | [zzuer Mame | Subject Marme
CAPF 14.48.44.80 CM=CAPF-3cdch.. CH=CAPF-9cdchardOU=

CCM+TFTP 14434480 CH=CUCKME-Publ.. CH=CUCHSE-Publizher bbbl
Secunty Token - MoHos.. ch=CiscoManuf.. ch="5A5T-A0M5bbd7014
Security Token - MoHos.. con=Cisco Manuf...  cn="SAS5T-ADM4e311914

Help &sdd TFTP &dd Firewall

Cancel Add Takenz Delete Selected Finizh

If only one eToken is displayed, the "Add Tokens" option must be used to add another token
before the cluster can be set to Mixed Mode.

Once Finish is selected, the CTL Client will ask for the private key password of the USB
eToken. This allows the eToken to be used to sign the newly created CTL file, which
contains all of the certs and tokens displayed above.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and

is not warrantied by Cisco.
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Note here that the password has been incorrectly entered once. The eToken software warns
that only 14 more attempts are allowed before the token is permanently locked (destroyed).
A successful password entry resets this counter back to 15.

= Token Logon

SafeNet Authentication Client

Enter the Token Password,

Token Mame: eToken

Token Password: ITITTITIY

Current Language: EM

Retries remaining before the token is locked: 14 K ] [ Cancel

If the correct password is entered, the CTL Client unlocks the private key from the eToken
and uses it to sign the CTL File. This newly signed CTL File then gets written to every
server on the cluster using another connection to the CTL Provider on TCP 2444. Again this
requires network connectivity and name resolution from the CTL Client PC to each server in

the cluster.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and

is not warrantied by Cisco.
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€. CTL Client v5.0 P
Cisco CTL Chent whnln
CIS5CO
Server | File Location | Status
14.43.44.80 AuzrdlocaldcmdtitpdCT LFile thy Pazzed
F] 1 I

'ou must regtart all the Cizca Unified Communications bManager and TFTP nodes in
the Cluster.

Help Done

5. Restart Required Servers

The recommended procedure is to restart all TFTP servers, followed by all servers running
the CallManager process. Restarting the TFTP servers allows the TFTP process to load

in the newly generated CTLFile.tlv. Restarting the nodes running CallManager causes the
phones to reset and download the new CTL file from the configured TFTP server.

admin:utils system restart
Do you really want to restart ?

Enter (yes/no)?

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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6. Install LSCs on Phones

After the CAPF service is activated and the phones obtain the CAPF certificate by
downloading the CTL File, phones can connect to CAPF to obtain LSC files.

Set the phone CAPF Certificate Operation to Install Upgrade using Device > Phone, or Bulk

Administration Tool > Phones > Update Phones > Query.

—Certification Authority Proxy Function {CAPF) Information

Cettificate Operation™® Install/Upgrade -
Authentication Mode * By Authentication String -
Authentication String 12345

[ Generate String ]

Key Size (Bits)* 1024 -
Operation Comnpletes By 2011 10 19 12 (Y7YYiMM:DD:HH)

Certificate Operation Status: None
Maote: Security Profile Contains Addition CAPF Settings.

System »  Call Routing = Mediz Resources »  Advanced Features »  Dewice = Application = User Management IElqu Administration vI

Update Phones

« Biack ]2; Subimit

r Certification Authority Proxy Function {(CAPF) Information

V] certificate Cperation®  Install/Upgrade A

Authentication Mode * By Authentication String -

] Generate unique authentication string for each device

Authentication String 12345
Key Size (Bits)* 1024 hd

Operation Completes By 2011 : 10 @ 19 : 12 | (rver:MM:DDHH) Oy MM DD HH)

Postings may contain unverified user-created content and change frequently. The content is provided as-is and

is not warrantied by Cisco.
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After setting the Certificate Operation, reset the phones.

If Null Sting or Existing Certificate have been chosen as the authentication mode no further
action will be required.

If a string was chosen for the Authentication Mode then this will need to be entered manually
into the phone console.

Settings > Security Configuration > **# > LSC > Update

= 15:32 10/18/11 8511001

Enter String

_Submit | <<

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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=l 15:33 10/18/11 8511001
& 7 Security Configuration

MIC
Installed

ETru st List

Tr—

select Security Setting

_Update | Exit

7. Create and Apply Phone Security Profiles

Now that all of the underlying pieces are in place, phones can have security enabled via the
Phone Security Profile. These profiles are specific to the model of phone being configured. A
profile will need to be created for each model of phone in use.

CCMAdministration > System > Security > Phone Security Profile

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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Phone Security Profile Configuration

G Save x Delete Copy % Reset l Apply Config EII]:I Al ey

- Status

® Status: Ready

—Phone Security Profile Information

Product Type: Cisco 7970

Dewvice Protocol: SCCP

Mame* Cisco 7970 - SCCP Secure Profile

Description Cisco 7970 - SCCP Secure Profile

Device Security Mode | Encrypted {=|

on Secure

]
FiRyay: Encrypted Co authenticated

—Phone Security Profile CAPF Information
authentication Mode® By Mull String A
Key Size (Bits) ¥ 1024 -

Mote: These fields are related to the CAPF Information settings on the Phone Configuration page.

—[ Save ] [ Delete ] [ Copy ] [ Reset ] [ Apply Config ] [ Add Mew ]

Device Security Mode controls the primary phone security settings with the following options:

Non Secure - unencrypted signaling and unencrypted media (voice / RTP / Real Time
Protocol)

Authenticated - encrypted signaling and unencrypted media

Encrypted - encrypted signaling and encrypted media

The separate checkbox for TFTP Encrypted Config controls whether or not the CUCM
server sends an encrypted TFTP configuration file to the phone. The encryption of the TFTP
file is independent of the Device Security Mode settings, but an encrypted config file is
recommended on phones that support it.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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The Security Profile needs to be applied at the Device level, so the Bulk Administration Tool
is the most appropriate method to apply this profile to a larger number of phones.

Troubleshooting

Adding Phone Security to a CM cluster brings an additional layer that must be considered
when planning and performing administrative tasks. Items such a certificates and certificate
expiration dates should be taken into consideration. Certain administrative operations like
changing host names may require regenerating certificates and CTL files.

The troubleshooting section here supplements the official Troubleshooting Guide and will
provide steps to identify the current state of a cluster and recommend any corrective action
necessary.

Verification and Repair Checklist

1. Verify all certificates on all servers.

Collect serial numbers, Common Names, and expiration dates of current CAPF.pem and
CallManager.pem certificates on all servers. The certificates loaded onto the CM servers are
extremely important. Any mismatch in certificates on the servers could cause phone LSC
download failures, configuration file authentication failures, or phone registration failures.

Here is the CAPF.pem certificate. Note the easily identifiable random string in the Common
Name. This comes in handy as a quick verification tool. The CAPF.pem is used to sign LSCs

(Locally Significant Certificates) and for the SSL handshake between the phone and the
CAPF process.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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—Certificate Settings

File Mame CAPF.pem
Certificate Marne CAPF
Certificate Type certs
Certificate Group product-crm

Description

—Certificate File Data

Certificate:
Data:
Version: 3 iﬂxzz
=eral Number:
Na:docife: 77:42:91:44:53
Sjanature Slaonthm: shalWwiithRSAFncry ption
Issuer; CH=CAPF-9cdcha?d, OU=TAC, 0=Cisco, L=RTP, ST=North Carolina, C=Us
Walidity
Mot Before: Apr 5 21:20:36 2011 GMT
Mot After @ Apr 5 21:20:36 2016 GMT
Subject: CN=CAPF-9cdchayd, QU=TAC, O=Cisco, L=RTP, ST=MNorth Carolina, C=U5

This CAPF.pem expires in 2016, and was generated on April 5, 2011. These pieces of
information tell us what dates to watch for in the future as well as what operations happened
in the past.

This becomes more obvious when the CallManager.pem certificate is shown. Note that the
CallManager.pem certificate also expires in 2016, but was generated on August 23rd, 2011.
Some certificate regeneration operation must have been performed on the cluster on Aug
23rd. Remember that this certificate is used in the SSL handshake between phones and the
CallManager, as well as by the TFTP process to sign files.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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-Certificate Settings

IFiIe Marne CallManager.pem I
Certificate Mame CallManager
Certificate Type certs
Certificate Group product-cm
Description

-Certificate File Data

Certificate:
Data:
Version: 3 liEﬁ
Zeral Mumber:
7diae:9ei6bidbic2ias:1d
S)anature Slaorthrm: shalw ithRESAEQcryotion
Issuer; CH=CUCMSE-Publisher.bbbburns.lab, OU=4AS, O=Cisco, L=RTP, ST=NC, C=U5
Yalidity
Mot Before: Aug 23 15:16:22 2011 GMT
Mot After  Aug 23 15:16:22 2016 GMT
Subject: CHN=CUCME-Publisher.bbbburns.lab, =A%, O=Cisco, L=RTF, ST=HNC, C=US

2. Verify CTL contents match current certificates.

After checking the certificate contents, the next item to view is the CTL file on all TFTP
servers. The OS Administration SSH CLI provides a simple command called "show ctl". The
header of the CTL file contains the date the CTL file was last generated, the CN (Common
Name) of the USB eToken used to sign the CTL, and the eToken serial number.

Note that the CTL was generated AFTER the CallManager.pem certificate generation

date above. This is good because the CTL file should contain the latest version of the
CallManager.pem. If the CTL file had a date that was BEFORE the CallManager.pem or
CAPF.pem file generation dates, the CTL Client would need to be run again to get the latest
certificates.

admin:show ctl
Length of CTL file: 4712
The CTL File was last modified on Wed Aug 31 13:28:03 EDT 2011

Parse CTL File

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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Version: 1.2
HeaderLength: 304 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 117

4 SIGNERNAME 56  cn="SAST-ADN4e31f914 ":ou=IPCBU;0="Cisco Systems
5 SERIALNUMBER 10 BD:A3:02:00:00:00:D8:88:64:1F

6 CANAME 42  cn=Cisco Manufacturing CA;o0=Cisco Systems

The first entry inside the CTL is the full certificate of the eToken. This eToken with a serial
number of "ADN4f31f914" was the eToken used to sign the CTL file. The serial number is
printed on the token packaging and on the token itself, so the serial number in the Subject
CN (Common Name) can be helpful to match the tokens used during signing.

CTL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1178

2 DNSNAME 1

3 SUBJECTNAME 56  cn="SAST-ADN4e31f914 ":ou=IPCBU;0="Cisco Systems

4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 42  cn=Cisco Manufacturing CA;o=Cisco Systems

6 SERIALNUMBER 10 BD:A3:02:00:00:00:D8:88:64:1F

7 PUBLICKEY 140

9 CERTIFICATE 894 67 EB 23 F8 F5 16 55 A9 8E C8 CB 8A 4F 9E A2 0A AB 45 B6 E6 (SHA1 Hash HEX)

10 IPADDRESS 4
This etoken was used to sign the CTL file.

Multiple tokens can also be included inside the CTL file. At least 2 eTokens must be present
in a CTL file. One token will be used for signing, and the other token is simply present as a
backup trust point. The phone will trust any CTL file signed by other of these two tokens.

This output shows that the following eToken wasn't used to sign the CTL file, it's just the
backup eToken. To update the CTL file at least one of the tokens inside the current CTL file
must be found.

CTL Record #:2

Postings may contain unverified user-created content and change frequently. The content is provided as-is and

is not warrantied by Cisco.
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BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1180

2 DNSNAME 1

3 SUBJECTNAME 56 cn="SAST-ADN5bbd7b14 ":ou=IPCBU;0="Cisco Systems

4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 42  cn=Cisco Manufacturing CA;o=Cisco Systems

6 SERIALNUMBER 10  AA:C9:20:00:00:00:78:C4:2E:22

7 PUBLICKEY 141

9 CERTIFICATE 895 A4 A38D 1157 5A B8 E2 60 6E AF 4A 54 0A 20 B8 CA 0B D3 40 (SHAL Hash HEX)

10 IPADDRESS 4
This etoken was not used to sign the CTL file.

The next record after the eTokens is the CallManager.pem certificate (denoted by function
CCM+TFTP). This certificate is used by CM to sign configuration files and establish SSL
connections between phones and the CM server if a Secure Profile is used on the phone.

Note that the serial number here matches the serial number in the CallManager.pem in

the OS Admin page above. If this serial number differed between the two places, the CTL
Client would need to be run to bring the CTL file in sync with what CM is actually using for a
certificate.

CTL Record #:3

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1059

2 DNSNAME 12 14.48.44.80

3 SUBJECTNAME 63 CN=CUCMS8-Publisher.bbbburns.lab;OU=AS;0=Cisco;L=RTP;ST=NC;C=US

4 FUNCTION 2 CCM+TFTP

5 ISSUERNAME 63  CN=CUCMS8-Publisher.bbbburns.lab;0U=AS;0=Cisco;L=RTP;ST=NC;C=US

6 SERIALNUMBER 8 74:AE:9E:6B:DB:C2:A5:1D

7 PUBLICKEY 140

9 CERTIFICATE 738 00 7A DE F4 25 26 7A FC 5E 02 B4 D2 BB A4 14 42 2B A5 A0 9C (SHA1 Hash HEX)

10 IPADDRESS 4

The final entry in the CTL file is the CAPF certificate. The serial number here also must
match the OS Admin CAPF.pem, so phones are allowed to connect to the CAPF service. If
there is a mismatch the same step of re-running the CTL Client must be performed.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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CTL Record #:4

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 991

2 DNSNAME 12 14.48.44.80

3 SUBJECTNAME 61 CN=CAPF-9c4cba7d;0OU=TAC;0O=Cisco;L=RTP;ST=North Carolina;C=US

4 FUNCTION 2 CAPF

5 ISSUERNAME 61 CN=CAPF-9c4cba7d;OU=TAC;O=Cisco;L=RTP;ST=North Carolina;C=US

6 SERIALNUMBER 8 OA:DC:6E:77:42:91:4A:53

7 PUBLICKEY 140

9 CERTIFICATE 674 C7 3D EA 7794 5E 0614 D290 B1 A1 43 7B 69 84 1D 2D 85 2E (SHAL Hash HEX)

10

IPADDRESS 4

The CTL file was verified successfully.

At the completion of this step, the CTL file will be in sync with the certificates loaded onto the
CM servers.

3. Verify CM serves TFTP CTL file

The next item to check in the troubleshooting process is whether or not the CM server is
providing a CTL file via TFTP. A quick way is to take a packet capture at the IP Phone or the
CM TFTP server. Here the phone requests the CTL file as the first file it downloads at boot.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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ﬂ 5BD-PhoneBoot.cap - Wireshark

Eile  Edit Miew Go Capture  Snalyze  Stabistics Telephanz Toals Help

Buoed cEAxXRE AcreT2IEEQRQAQAD @E M %
Filter: tftp.opcode ==1 * Expression.. Clear Spply
Mo, Time Source Destination Protocol Info

383 15:20:28.848:14.48.44,202 14.48.44.80 TFTP Read Reguest, File: CTLSEPOOL1Z215A1AES.T
404 15:20:29,039.14,458,44, 202 14.48.44.80 TFTP Read Reguest, File: ITLSEPOO11Z215A1AES.T
429 15:20:29.717 14.48.44, 202 14.48.44.80 TFTP Read Reguest, File: SEPOO11215A1AE3.cnf.
562 15:20:40.876'14.48.44,202 14.48.44.80 TFTP  Read Request, File: tzupdater.jar.sgns0C

o I

Frame 383: 77 bytes on wire (616 bits), 77 bytes captured (616 bits)
Ethernet II, Src: Cisco_%Sa:la:e3 (00:11:21:%a:la:e3), Dst: vmware_hS:65:67 (00:50:56:h5:6
802.10 virtual LAW, PRI: 3, CFI: O, ID: 444
Internet Protocol, Src: 14.48.44.202 (14.458.44.20270, Dst: 14.48.44.80 (14.45.44.80)
User Datagram Protocol, Src Port: 50454 (5045470, Dst Port: tftp (690
Triwial File Transfer Protocol
[source File: CTLSEPOO11Z215A1AES. T1w]
opcode: Read Reguest (10
Source File: CTLSEPOO11Z15814E3. T 1w
Type: octet

H FH FHFE E

Q Frame (frarme), T7 bytes Packets: 1727 Displayed: 4 Marked: 0 Load tirme: 0:00.060

The phone requested a CTL file, and if the filter on the previous capture is removed the
transfer of that file can be viewed in detail.

Another method to verify the CTL file is downloaded is to look at the Phone Console
logs under the web page of the phone. This requires the setting "Web Access" under
"CCMAdmin > Device > Phone > Product Specific Configuration" to be "Enabled".

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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€ [ | hikpef14,48.44, 202061  ava ServiceabilityPadapter=device statistics.consolelog - "l- CisCo $833I0N Manager .
NI Console Logs
Cisco Cisco Unified IP Phone CP-7970G ( SEP0011215A1AE3

Device Information /FS/cache/fsck.fd0a.log
/F8/cache/fscl.fdla.log
‘F&/cachelogh
Network Statistics /F8/cachelog?
{F&/cache/log8
/F&/cache/logd
Arccess fFS/cachelogs

Metworls

Hetwork: Confiouration

Ethernet Information

Device Logs

Console Logs

Here the console logs show the CTL file was downloaded:

837: NOT 09:13:17.561856 SECD: tIRequestFile: Request CTLSEP0011215A1AE3.tlv
846: NOT 09:13:17.670439 TFTP: [27]:Requesting CTLSEP0011215A1AE3.tlv from 14.48.44.80
847: NOT 09:13:17.685264 TFTP: [27]:Finished --> rcvd 4762 bytes

In addition to packet captures and phone console logs, the TFTP traces also show TFTP file
transfers. Here is a shortcut to view the current TFTP trace in real time as a phone resets.

admin:file tail activelog cm/trace/ctftp/sdi recent

11:08:20.766 |[TFTPEngine::isReadRequest[0x9950830~188~14.48.44.202~49530], [CTLSEP0011215A1AE3.tlv] opcode(1), Mode
11:08:20.779 |TID[a5a4fba0] TFTPENgine::processMessage[0x9950830~188~14.48.44.202~49530], Transferred[CTLFile.tlv] Socke

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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4. Verify phone properly validates and accepts the CTL file.

After verifying the CUCM server is presenting a valid CTL file, the next step is for the phone
to validate that CTL file.

Phone console logs also show that the CTL file signature (the eToken signer) was trusted:

877: NOT 09:13:17.925249 SECD: validate_file_envelope: File sign verify SUCCESS; header length <296>

Status Messages displayed on the phone can also be helpful to verify a CTL file was downloaded succe:

Either in the Status Messages web page of a phone, or under the phone itself "Settings
> Status > Status Messages", the following line means a CTL file (or ITL file) has been
successfully downloaded and verified:

16:01:16 Trust List Updated

If the phone could not validate the new CTL file the error message would be

Trust List Update Failed
or
Trust List Verification Failed

If the phone fails to validate the CTL file, that means the phone's existing Certificate Trust
List does not have the same eTokens inside of it that the newly downloaded CTL was signed
with, or that the newly downloaded CTL was corrupt.

A corrupt CTL can be checked with "show ctl", looking for the output "The CTL File was
verified successfully”, or the error condition "Verification of the CTL File Failed". Generally
a corrupt CTL file can be repaired by running the CTL Client.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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If the phone's old CTL file contains only eTokens that are no longer available, the CTL File
will need to be deleted from the phone manually.

At this point the dilemma is "Did the phone download the latest CTL File?". The Status
Messages and Phone Console logs can be used for verification, but other methods also
exist.

The simplest method for verifying if a number of phones have the correct file is to compare
the file sizes of the CTL file on the phone with the file size on the TFTP server.

First, create an SSH username and password for the IP Phone under CCMAdministration
and enable SSH on the phone. Reset the phone.

Next SSH to the phone with the configured username and password. When prompted for the
second login use "default / user". This example discusses 7961 and similar model phones.
Use the following debug guide for 89XX and 99XX model phones.

From the phone

$ Is -l tmp/*.tlv
-rw-r--r-- 1 default usr 4712 Oct 04 19:15 /tmp/CTLFile.tlv
-rw-r--r-- 1 default usr 3899 Oct 04 19:15 /tmp/ITLFile.tlv

From the TFTP Server

admin:file list tftp *.tlv detail
31 Aug,2011 13:28:03 4,712 CTLFile.tlv
16 Sep,2011 11:15:45 3,899 ITLFile.tlv

That method is a close approximation based on the size of the file. For an exact comparison
of the contents, first look at the IP Phone to view the md5sum of the current CTL and ITL
files

Postings may contain unverified user-created content and change frequently. The content is provided as-is and

is not warrantied by Cisco.
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Settings > Security Settings > Trust List

16:57 08/08/11 8011001
'+ Trust List

2 CTL File
60 91 BA 99 F5 77 D9 B3 68
A3 2D B3 2E OF B3 76

,i__"’:" Select Security Setting

_Select SR T Exit

In 8.6(2) and later versions of Communications Manager this hash should be visible on the
server with "show ctl" and "show itl". Prior to 8.6(2), use TFTP and md5sum to verify the
hash of this file as it exists on the server. This example checks the hash of the ITL file. Just
replace ITL with CTL and the example will work for both files.

jasburns@jasburns-gentoo /data/trace/jasburns/certs/SBD $ tftp 14.48.44.80

tftp> get ITLSEP0011215A1AE3.tlv

Received 5438 bytes in 0.0 seconds

tftp> quit

jasburns@jasburns-gentoo /data/trace/jasburns/certs/SBD $ md5sum ITLSEP0011215A1AE3.tlv
b61910bb01d8d3alclb36526¢cc9f2ddc ITLSEP0011215A1AE3.tlv

5. Verify CTL contents on phone

A shortcut to verifying that the CTL file on the phone matches exactly byte for byte with the
file on the server is just to quickly look at the phone's Trust List.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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Settings > Security Settings > Trust List > CTL File

= 09:57 10/05/11 8511001
& 7 CTL File

iUnified CM / TFTP Server
3

CUCMB-Publisher.bbbburn
s.lab

Select Security Setting

——

The name of the CM / TFTP server does match with the name of this server's
CallManager.pem file.

The CAPF-<random string> also matches the CAPF.pem certificate that is currently in use.

6. Verify SSL connection between phone and CAPF service if
using LSCs

Now that the phone has a CAPF (Certificate Authority Proxy Function) certificate via the
CTL, the phone can connect to CAPF to download a certificate.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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A packet capture on the CM server can be used to verify the CAPF SSL handshake
completed. Here the filter captures all traffic from the IP of the phone. Then the file is
uploaded to another server using SFTP and the "file get" command.

admin::utils network capture host ip 14.48.44.202 size ALL count 10000 file CAPF-Install

admin:file get activelog platform/cli/CAPF-Install.cap

The packet capture shows the SSL handshake that happens on the CAPF port, TCP 3804.

To view this exchange, right click on any packet in the TCP port 3804 stream and go to
"Decode As".

Here the certificate presented by the CAPF server matches the certificate in the CTL, and
the certificate the phone displayed earlier. This SSL handshake succeeded because it
started sending "Application Data", which would be the CAPF exchange.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and

is not warrantied by Cisco.
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File Edit Miew Go Capture Analyze Statistics Telephony Tools Help |

Sy BDEXRE AesDT L Q@i @MBi 8

Filter: tep.port == 3604 + Expression.. Clear Apply |
Ha. Time Source Destination Protocol Infa -
|

154 10:03:06.906311 14.48.44.202 14.48.44.80 TCP 50413 > cisco-ccm-capf [AcK] Seq=1067129819% Ack=4231033285 win=8192 Len=0 |
155 10:03:07. 049167 14.48.44.202 14.48.44.80 TLSvL cClient Hello 3
156 10:03:07.049207 14.48.44.80 14.48.44.202 TCP cisco-com-capf > 50413 [AcK] Seq=4231033285 Ack=1067129873 win=5840 Len=0 I

157 10:03:07.049725 14.48.44.80 14.48.44,202 TLSvl [Server Hello, Certificate) Server Hello Done

158 10:03:07.051217 14.48.44.202 14.48.44.80 TCP 50413 > cisco-com-capf [ACK] Seq=1067129873 Ack=4231034030 win=7447 Len=0
159 10:03:08. 056231 14.48.44.202 14.48.44.80 TLSvl Client Key Exchange, Change cipher Spec, Encrypted Handshake Message |
160 10:03:08. 060153 14.48.44.80 14.48.44.202 TLSvl Change Cipher spec, Encrypted Handshake mMessage |

161 10:03:08.0614%1 14.48.44.202 14.48.44.80 TCP 50413 > cisco-cam-capf [ack] Seq=1067130071 Ack=4231034089 win=8133 Len=0

162 10:03:08. 072110 14.48.44.80 14.48.44.202 TLSvl application pata, application Data |
163 10:03:08.0814%4 14.48.44.202 14.48.44.80 TCP 50413 > cisco-cam-capf [ack] Seq=1067130071 Ack=4231034179 win=38102 Len=0 |
164 10:03:08.165765 14.48.44.202 14.48.44.80 TLSvl aApplication pata

165 10:03:08.2037%9 14.48.44.80 14.48.44.202 TCP cisco-cam-capf > 50413 [ack] sSeq=4231034179 ack=1067130844 win=7730 Len=0 |
166 10:03:08.293251 14.48.44.80 14.48.44.202 TLsvl application pata, application Dpata -

< m ] v

Frame 157: 799 bytes on wire (6392 bits), 799 hytes captured (6392 bits)

Ethernet II, Src: wmware_h5:65:67 €00:50:56:h5:65:67), Dst: Cisco_S5a:la:e? €00:11
Internst Protocol, Src: 14.48.44.80 (14.48.44.80), Dst: 14 44.202 (14.48.44.20
Transmission Control Protocol, Src Port: cisco-cam-capf DSt Port: 50413 (
= Secure Socket Layer Link | Metwark| Transport

TLSw1l Record Layer: Handshake Protocol: Server Hello SKYLOC
SSH

Decode

= TLSvl Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (220
version: TLS 1.0 (0x0301)

Lengrh: 684 STANAG 5066
= Handshake protocol: certificate STUN
Handshake Type: Certificate (11) _ P |both lz‘ portis) as|
Length: 680 () Do not decode SYMCHROPHASOR

Cer‘t'!f'!cates Length: &77 Synergy
2 certificates (677 bytes) T3

certificate Length: 674 =
B Certificate (id-at-countrynName=uUs,id-at-stateorProvinceName=North Caralin Show Current TACACS+

B signedcertificate il TCPENCAP a|

version: w3 (20

serialnumber: 1116818003
signature (shawithrRSAEncryption) = Lpply I [
= issuer: rdnsequence (0)

= rdnseguence: & items (id-at-—countryhame=us,id-at-stateorProvinceMam

RDNSequence ftem: 1 item [(id-at-commonMame=CAPF-5cdchard))
RONSequence item: 1 tem (id-at-organizationalUnTthame=TacC)
RONSequence item: 1 item (id-at-organizationname=Cisco)
RONSequence item: 1 dtem (id-at-TocalityMame=RTR)
RONSequence item: 1 item (id-at-stateorrProvinceMame=wnorth Carolin
RONSequence ftem: 1 dtem (fd-at-countryMames=uUs)
< W ] '
O Frame (frame], 799 bytes | Packets: 385 Displayed: 27 Marked: 0 Load time: 0:00.010

Subsequently, the phone has an LSC installed:

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
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10:05 10/05/11 8511001
& 7 Security Configuration

MIC
Installed

ETru st List

Tr—

select Security Setting

—

If that process had failed despite the SSL handshake success, the next spot to examine
would be the CAPF traces. If the SSL handshake failed, it would be time to check the CAPF
certificate and update the CTL file again with the CTL Client.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and

is not warrantied by Cisco.
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File System CallManager AnalysisManager Edit Window Application Help

Real T|me Monitonng TOOI For Cisco Unified Communications Solutions

System ‘4. Trace & Log Central -

Systemn Summary T3 Trace & Lag Central
r System Summary [y Remote Erowse
D CollectFiles
Sener D QueryWizard
E,- CPU and Memary [ Schedule Callectio
| Process D Local Browse
Disk Usage © [ Real Time Trace
[y Collect Crash Durm
B Critical Services [y collect Install Logs
Perfarmance [y Audit Lags
Perfarmance :
ollect Files

Performance Log Yiewer
oals

© et central

@ Trace & Log Central
@Job Status

@ SysLog Viewer
@VLT

r Select UCHW ServicesiApplications |

[Z] Select all Services on all Servers

Marme | All Servers [ T cucrme-publisher.kbbl

Cisco CAR Weh Service

Cisco CDR Agent

Cisco CDR Repository Manager

Cisco CDR files on Ch server

Cigco CDR files on Publisher Processed
Cisco CTIManager

Cigco CTL Pravider

Cisco CallManager

Cisco CallManager Ciscao IP Phone Services
Cisco CallManager SHMP Service
“1|Cisco Certificate Authority Proxy Function
5@5 Cisco Change Credential Application

OooooooooooD
OO Ooooooooc

The CAPF traces show that the phone connects, generates a key (which takes some time as
seen by the gap in traces), then the CAPF server generates a certificate for the phone.

10:03:06.983 | debug 3:UNKNOWN:Got a new ph conn 14.48.44.202 on 15

10:03:08.060 | debug TLS HS Done for ph_conn .

10:03:08.065 | debug MsgType : CAPF_MSG_AUTH_REQ

10:03:08.341 | debug MsgType : CAPF_MSG_REQ_IN_PROGRESS

10:03:08.341 | debug 3:SEP0011215A1AE3:CAPF CORE: Rcvd Event: CAPF_EV_REQUEST_IN_PROGRESS in State: CAPF_S
10:03:21.148 | debug 3:SEP0011215A1AE3:Incoming Phone Msg:

10:03:21.158 | debug MsgType : CAPF_MSG_KEY_GEN_RES

10:03:21.162 | debug Generated the cert

10:03:21.724 | debug 3:SEP0011215A1AE3:Certificate upgrade successful

7. Verify SSL connection between phone and CM server for
registration

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
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Now that the phone has a CTL and LSC, the next step is secure phone registration. For
SCCP phones this happens on TCP Port 2443.

Use the same steps as before to capture all packets from this specific phone.

The first thing that's different is the phone downloading SEP<MAC
Address>.cnf.xml.enc.sgn. This signifies and encrypted TFTP configuration file as set under
the Device Security Profile.

Here the phone connects on TCP port 2443, so this port must be Decoded As SSL in
Wireshark. The CUCM presents the CallManager.pem certificate (verifiable by serial number
and common name) and then asks for the certificate of the phone. As before the SSL
handshake completed successfully since the Application Data phase is reached.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and

is not warrantied by Cisco.
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ﬂ reg.cap - Wireshark

File Edit ‘iew Go

= e

Capture

Analyze

Filter: |tftp.opcode == 1| tcp.port == 2443

Statistics

BEEXE2E A ¢»DT L QD @M% 8

Mo. Time Source
1 10:38:14.2676259 14.48.44
22 10:38:14.677675 14.48.44
30 10:38:15. 298784 14.48.44
44 10:38:17.500362 14.48.44
77 10:38:25.280812 14.48.44
FB 10:38:25. 285846 14.48.44
FO10:38:25,.200515 14.48.44
80 10:38:25.647394 14.48.44
81 10:38:25.647420  14.48.44
B2 10:38:25.666769 14.48.44
83 10:38:25.679303  14,48.44
84 10:38:26,613557 14.48.44
85 10:38:26.613559 14.48.44
86 10:38:26.615594 14.48.44
87 10:38:26,.626392 14,.48.44
88 10:38:26,639313 14,48.44
80 10:38:28.674548 14.48.44
o0 10:358:28.674640 14.48.44

+# Frame 82: B73

+|

# Internet Protaocol,

|+

L 202
L 202
L 202
. 202
. 202
. B0

L 202
L 202
. 80

. BO

L 202
L 202
L 202
. BO

.50

L 202
L 202
. 202

Telephony  Tools Help

Destination

14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.

48,
48.
48.
48.
48.
48.
438,
48.
48,
48.
438,
48.
48.

44,
44,
44,
44,
44,
44,
44.
44,
44,
44,
44,
44,
44,
202 TCP

202 TLswl
.80 TCP

.80 TCP

.80  TLSwl | application pata |

bytes on wire (6984 bits), 873
Ethernet II, src: vimware_h5:65:67 (00:50:56:h5:65:67), Dst: Cisco_Sa:la:e3 (00:11:21:5a:la:e3)
Dst: 14.458.44,202 (14.48.44,2020

Dst Port: 51948 (519480, Seq: 2181485708, Ack

Src: 14.458.44.80 (14.48.44.80),
Transmission Control Protocol, sre Port: cisco-scops|£24430
Secure socket Layer

= Expression.. Clear Apply

Protocol
80 TFTR
B0 TFTP
80 TFTP
B0 TFTP
80 TCP
202 TCP
B0 TCP
B0 TLSWl
202 TCR
202 TLSwl
B0 TCP
B0 TLSWl

80 TLSwWl

Info

rRead Reguest,
Read Reguest,
Read Request,
Read Reguest,

File

Fila:

File
File

: ICTLSEPOC11215a14E3. € 1w 000, Transter type: octeth 0l
ITLSEPDO1121541AE3. t1wh000, Transfer type: octet»00

T SEP0011215A1AE3. cnf.xml. sgns 000, Transfer type: oot
t |SEPO011215A1AES. cnf. xm]. enc. sgn¥000, Transfer type:

51848 > cisco-sccps [SYN] Seq=l272176579 win=81%2 Len=0 MS5=1400
cisco-sccps > 51948 [S¥nN, ACK] Seq=2181486707 Ack=1272176980 win=5840 L
51948 > cisco-sccps [ACK] Seq=l2721789580 Ack=21814867058 win=81%2 Len=0

Client Hello

cisco-sccps > 51948 [ACk] Seq=2181485708 Ack=1272177032 win=5840 Len=0
server Hello,|Certiticate, Certificate Reguesth server Hello Done
515948 > cisco-sccps [ACK] Seq=l272177032 Ack=21Bl487527 wWin=7373 Len=0

certificate

Client Key Exchange, Certificate verify, Change Cipher spe

Encrypted Handshake Message

cisco-sccps > 51948 [ACK] Seq=2181487527 Ack=1272177996 win=7520 Len=0
Change Cipher spec, Encrypted Handshake Message

51948 > cisco-scops [ACK] Seq=1l272177995 Ack=2181487586 wWin=81%2 Len=0
[TCP segment of a reassembled PDU]

1

bytes captured (6984 hits)

4 TLSW1l Record Layer: Handshake pProtocol: server Hello
-l TLswl Record Layer: Handshake Protocol: Certificate
Comtent Type: Handshake 220
version: TLS 1.0 (0x0301)
Length: 748

=l Handshake Protocol:
Handshake Type: Certificate (110

Length: 744
certificates Length: 741
0 certificates (741 bytes)

Certificate Length: 738
- Certificate (id-at-countryMame=uUs,id-at-

= signedcertificate
version: w3 (20

7

+

7

serialnumber:
signature (shawithRSAEnCryption)
issuer: rdnseguence (0)

validity

Certificate

—G08000730

subject: rdnseguence (0]
- rdnseguence: § Ttems (id-atocountewblamesil

# RDMNSequence jtem:

272 62 31 oh 20

m

teorProvincenames=NC, id-at-TocalityName=RTP,id-at-organization c7 87 55 50

id-at— TaTPOrPrn\xianNamENLj_i—at—'lDca'l"I‘tyName=RTF',"|d— oh 06 01 05

1 item|Cid—at—commDnName:CUCMB—Pub1isher.bbbburns.Wab 0% 05 20 2e

In addition to the packet capture, phone registration via Secure SCCP is also visible in the

Cisco CallManager SDI traces:

10:38:26.621 |SAISSLTCPListener::verify_cb pre-verified=1,cert verification errno=0,depth=0

10:38:26.626 |New connection accepted. DeviceName=, TCPPid = [1.100.13.7], IPAddr=14.48.44.202, Port=51948,

(0000048) ClusterSecurityMode = (1) DeviceSecurityMode = (3)

(0000048) TLS Connection Cipher - INFO:deviceName=SEP0011215A1AE3, Cipher=AES128-SHA, Seci

10:38:29.051 |StationD:
10:38:29.051 |StationD:

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
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8. Verify Encrypted Calls

Calls that have both encrypted signaling and encrypted media will show the lock icon in the
lower right corner of the call window. This corresponds to Device Security Mode: Encrypted.

16:15 10/18/11 8511001
8511001

] 100457
47 & N1000 5=

W Private @

Connected

__Hold | EndCall | Transfer | Park | more

Calls that use encrypted signaling between both ends, but that do not use encrypted media
will show the shield icon. This corresponds to Device Security Mode: Authenticated.

Postings may contain unverified user-created content and change frequently. The content is provided as-is and
is not warrantied by Cisco.
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16 19 10/18/11 8511001

B 111005 53

Private @

Connected

__Hold | EndCall | Transfer | Park | more

The security status of the least secure party is used to determine which icon is displayed
and what call security is used. Take a look at the following table for examples:

Encrypted Encrypted Lock - Encrypted Audio
Encrypted Authenticated Shield - Unencrypted Audio
Encrypted None None - Unencrypted Audio

Postings may contain unverified user-created content and change frequently. The content is provided as-is and

is not warrantied by Cisco.
36


https://supportforums.cisco.com/servlet/JiveServlet/showImage/102-18834-21-65064/AuthenticatedCallShieldIcon.bmp

